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performance of IT management by using some control AR VBT QD
objective, method and standard maturity measurement [1]. oa——.

Astessing maturity level is usually a ﬁrsyt step to start alEd}t 4. Cobilgnevorgpl, %
process in an organization. Maturity Level adjustment can be a

significant input to improve the process. CobiT4 has provide CobiTd is one of hccepted and standardized
some maturity level characteristic for assess the existing — method. [Or audit @related subject. The CobiT4
condition in an organization, but in facts, there were soie fraimework COHSI some conirol objective which

Abstract— CobiT4 provide a framework to evaluate the 5 ?V

v Automatic
Solution

constraints to map existing condition into one exact scafe 01 £ qdicgaes s")LCl ssue in IT. One of control objective

maturity level measurement. Pederiva[2] proposed some y o Sw focus on this research is Item AIl,

approach to modify the maturity level measuremefit mcthod

ol o ; o, 1dent1f1 tomatic solution.

which is more realistic approach for mapping “the existing b ALl £

condition to some maturity level characteristics. Themodified jective consists of some prerequisite

method for maturity level assessment then implemernited en Pro o Wthh ne;d to be done. for acqulr.e new

audit process at PT.Pos Indonesia using Cébil¥ Framework. 3@‘ tion or function. The process include requirement
fthition, evaluate alternative resource, study economic

During the audit process, site visit, interview and questionairic ]
were using to collect data directly from all stakehsldefs Th Aand technology feasibilty, risk and cost-benefit analysis,
scope of audit was limited into one control objective tr and make or buy decision. The main objective of All
CobiT4 framework, All, utomgted Solutions @ control is to monitor the process of identify automated
diht (ERIIES Dibpide i, 1 Vel golution and business control to be an automated solution
design with focused on identify technical feasibility and
cost efective solution. This objective can be reach by :

some real existing co
can give some reco

from tact finding also
improve 1T resource

management, especiallyfon Al1€ontrolfbjettive scope. e Identify business and technical requirement
¢ Do feasibility study as development standard method
Keywords—Battery; Electited ineyPower e Approve or reject the result and recomendation from
feasibility study
I. INTRODUCTION Control Objective All then can breakdown into detail

objective, which are :

e All.1 Definition and Maintenance of Business
Functional and Technical Requirements

e AIl.2 Risk Analysis Report

PT Pos Indonesia as the company which provides
postal services within national wide networking. The IT
support has been implemented since 1994 and since 1995
PT Pos Indonesia had became national internet provider. - ) )

The IT management function at PT.Pos Indonesia has ~ ® All3 Feas1b111W Study and Formulation of Alternative
developed some system and technology solution to Courses of Action
support their business process. Since 2004, PT.POS ® All.4 Requirements and Feasibility Decision and
INDONESIA has established official IT Strategic Plan as Approval
main reference for all IT activity. ATl needs input from the others control objectives such

Recently, management PT.POS INDONESIA realized ~ as: POLPO3, PO8,PO10, DSI and DS3. PO has strong
the importance of IT resource. The management needs  relation with planning and organization, and DS include
significant input to improve the IT services. It needs  delivery and services. The result of this process is
audit activities to assess current condition of IT resource ~ business requirement feasibility study report.

management and to give some recommendation for future Implementation of this method can be done by
improvement. collecting data from stakeholders, using inteview or
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questionnaire. To identify the data resource, we can use
RACI matrix to determine the process and stakeholder of
each process.

define the questionarrie set based on characteristic of
maturity level.

In some audit process, practically, it is hard to adjust
maturity level of audit result into fixed and integer

Functions /

wctivities &
Define business functional and technical requirements C |
Establish processes for integrity/ currency of requirements. c c MR C
Identify, document and analyse business process risk. AR| R 4

Conduet a feasibility study/impact assessment in respect of implementing

proposed business requirements. IMRIR|RfCIC]|C |R|¢C

Assess [T operational benefits of proposed solutions. I | R |AMR| R[] | | R

Assess business benefits of proposed solutions. AR| R ClcfCc|I|R

Develop a requirements approval process. cC|A c|c|cC R
clc|c |1 [R]

Approve and sign off on solutions proposed. ¢ AR|R | R

Figure I. RACT Matrix for ATl Identify Automatic Solution[1]

Result of assessment then can be mapped into some
indicator to measure the process performance. CobiT4
has established some tools to measure the IT
management which divide into acitivity objective,
process objective, key goal indicator, and key
petformance indicator. Also, the characteristic of each
process can be map into numeric scale Maturity Model to
show how far the current process fit with some phase on
improvement process.

B.  Maturity Model

Maturity model usually can be used as measufement
tools to assess the goal achievement or level&F fualilty
achievement of some activities. Usually, matugify imodel
consists of some level, which is each level “can be
determine by some characteristic. The higher level the
better achievement we already done.

In CobiT4, the maturity model is used o measw® the Q

&

quality of a process based on its control objective.

result that has been mappy specific maturity 4
can give us i atiorh, about nt
condition, and also condition. The difference
between recent mat higvement and expected

significant base for i
The Maturity Leve

stages, which is:

0: Non-Existent

1: Initial /Ad Hoc

2: Repeatable but Intuitive

3: Defined Process

4: Managed and Measureable

5: Optimized

Each level contains some key characteristics which can

be map into our assessment result. The characteristic of

each level is defined based on the control objective.

C.  Modified Maturity Model Measurement

After collecting information using interview or
questionnaire, we need to adjust the position of maturity
level into certain level. This level is a representation of
current performance achievement. To do this, we need to

Y
‘”’#en,
Dripy,
st
e,

number, because, usually we could not find the condition

~ when all the characteristics of certain level has fit with

&/ ” . i
s audit result. For example, sometimes we just could not

/ justify the level of maturity score at 2, because some of

audit result show the process is fit for level 3
characteristic, but also, we could not decide the score is
3, because not all the level 3 characteristic has been
found in audit result. So, the maturity would vary
between some scales. To resolve this problem,
Pederiva[2] modified the method for calculate maturity
level score so we can justify the maturity of our process
into more realistic result. Pederiva has proposed the

method to implement modified maturity level
measurement as follow:
1. Divide the scale & angwer with 4 scale : 1-2-3-4

with weight startiitg fiom 0 107 1_(0, 0.33, 0.66, 1),
ne statement.

weight shoyf the aercement lr@
TABLE 1. COMPLIARSE,Y ALUE FOR AGREEMENT

BCoie Agreew\,vith Compliance Value
scale SBapient
1 t ¥t all (N) 0
2 A little (L) 0.33
3 N uite a lot (Q) 0.66
4%y |” Completely (C) 1
Y

2 LiGF %swer that has been choosen by responden,
calglafed the weight (score).

3 adgulate total score for each answer and find the

rage (divide by total number the question),as in

@%is example

TABLE 2. CALCULATE AVERAGE SCORE

Maturity Count of Total Average
Level statements score (maturity level
complia compliance
nce value)
values
0 4 0.99 0.25

4. The average score then compare to all score average
for 6 level maturity model, to show the normalized
data distribution, then it multiply by maturity model
as in this example.

TABLE 3. COMPUTATION OF THE SUMMARY MATURITY LEVEL

Maturity Average Normalized Contribution(n
Level (B) (maturity Compliance ommalized x B)
level Value (A /
compliance sum[A])
value) (A)
0.25 0.08 0
1 0.35 0.13 013
Total 2.8 1 3.25

The final computation result can expect to show the real
representative level of maturity measurement.
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III. AUDIT OF CONTROL OBJECTIVE AlIl AT PT. POS
INDONESIA
The proposed method for calculate maturity level then
implemented into audit result of PT.Pos Indonesia. This
audit process was limited into specific control objective,
All. These audit activity was held as part of student
assignment on Master Degree Program at Informatics
Department, Institute Technology Bandung, 2006. Target
of audit was limited into assessment of process
acquisition and implementation of new solution, systems
or technology, that bought or made based on user request
and alligned with IT Strategic Plan.

A.  Existing Condition of IT Management at PT.Pos
Indonesia.

Management of PT.POS INDONESIA implement
the concept CPTD to manage their IT Services, CTPD is
stands for: collecting, processing, transporting and
delivering. IT function organized and managed by center
of Technology Development, consist of 4 units [4]:

e System Technology Development (Bangsistek) : has
responsible to develop system technology both made
or buy / outsource.

e  Virtual Network (Jarvif) : has responsible to provide
virtual network to access the services.

e System technology control (Dalsistek) : has
responsible to implement the system and syéiein
feasibility testing,

e Data and computation (Datakom) : has regponsible (o
manage data and backup.

Some facts finding on IT management pProcess
regarding to Al Control Objective, asiihe result ot this
audit process, can summarized as follow:

o IT Strategic Policy

Strategic Plan (ITSP) ide the referenm
development and mangfemegt o and IS. The nal
1 ocumient has clear
1d be develop, still
develop or already
map it into IT Strate
or Manager Bangsistek spouisible management.
The RSTI/ATI document doesn’t méntioned explicitely the
opportunity or alternative 10i outsourcing solution.
Outsourcing can be done by any stakeholder as long as it
had been evaluated by Bangsistek. The evalution process
include the requirement, allignment with standard that had
defined on IT Strategic Plan, database, front end, interface
and load. Recently, each function in Center of Technology
development has their own standardization. IT Strategic
Plan has built based on business process and has include
some CSF (critical success factor). ITSP also provide a
road-map to achieve the ideal position to support the
business. ITSP consist of risk management, risk of
technology and tranformation. CSF on ITSP also state the
management commitment about IT implementation,
standardization, future development plan, IT support for
business and standardization for interconnectivity[3].

Bangsistek can support only at about 50% IT
requirement. The rest of requirement has not supported

<Q

Since 2004, PT.POS INDONESIA has estabiished the 1 \'
%r

yet for many reason, such as priority, and no
standardization from business unit which required the IT
services. Usually, the system has develop based on
tendency type, seasonal, cyclical, long term and random.
To support the solution, PT.POS INDONESIA also
purchase some development component such as database,
tools for development, and other supported tools, such as
Microsoft SQL Server, FireBird, Delphi, and some of
operting system.
e Qutsourcing Problem
During the audit process, there were two systems that
have been developed by vendor and use by PT.Pos
Indonesia. These systems has been develop before ITSP
founded at 1994 and still develop until year 2004. ITSP
does not have the methodology to evaluate the outsource.
On ITSP, outsource opportunity has mentioned implicit
and only possible in cruigial, condition, it caused by
assumtion that outsourcing is the last alternative.
In some outsourcing casés. PIPos Indonesia use
standard and procedure thal established by government
such as 2 timeg  auction, and«inyit vendor for each
auction. When outsourcing syste@arted at 1997 there
were global Organization regQ%m'zation that involved
independeni management gnsyltant outside from PT.Pos
Indoaiesia. During lhat.é% the process for defining
reguircment did nof™Wwolved Bangsistek on vendor
proposal Cyaluati (\fe ngsistek only has responsible to
test e feasibilﬁi& system implementation. In some
gases, e igygolvement of Bangsistek to evaluate IT
aspedtyof ?%sjon was limited because there was no
compa«ﬁp licy which state the role of Bangsistek on
thes HCCSS.
A some failure implementation case, finally
abagement had learned some important and valuable
I¢sson such as need to follow some standard development
phase (testing of system load before implementation),
and evaluate the proposal carefully. As the result, the
management then put the statement of manage and
evaluate outsource case in ITSP, but still in implicit
statement.

B.  Audit Process

The process of audit process then started from distribute
some questions regarding AlIl Maturity Level
assessment. For each level, the set of questions had tried
to extract some condition based on detail maturity
characteristics as describe in tables 4, 5, 6, 7, 8 and 9.
Each level consist some questions derived from maturity
characteristics reference. The answer for each question
then plotted on score range 1 to 4 as follow:

1. Notatall (N)

2. Alitle (L)

3. Quite a lot (Q)

4.  Completely (C)

The score for each maturity level then put into one table
(Table 10).

C.  Audit Results

As shown on the Table 10, the final score of Maturity
Level is 2.57. The adjustment of this score had been
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made after analyze the characteristic of level 2 and level

TABLE 8. MATURITY LEVEL 4 : MANAGED AND MEASURABLE

3. If we refer to the level 2 characteristic No Stafciient 112514} score
s h . . 1 Methodology for identify and v 033
e Some intuitive approach was used to identify assessment of IT solution already
existing IT solution and vary in all business sectors. established and implemented in
e  Solution was identified informally based on internal almost IT Project _
experienced and 1T function knowledge. 2| Good quality project| 0.33
R . documentation is available and
e The success of project depends on some dominant there was suitable approval
individual expeﬁence. process for each stage
e Document quality and decision making process was 3 | Requirements are state clearly and v 033
in structured format.
vary.
e The unstructured approach has been used to define
the business solution requirement and identification.
TABLE 9. MATURITY LEVEL 5 : OPTIMIZED
TABLE 4. MATURITY LEVEL 0 : NON - EXISTENT No Statement 1]12]3[ 4] Score
No Statement 1{2]3| 4 Score 1 Method for identify and assess of | v 0

1 Functional and operational v 0 IT solution are directed into
requirement identification does continuous improvement
not inquired by organization to 2 Method for acquisition afid 4 0
develop, implement or modify the implementation are fiésible for
solution. some project scale, start for simall

2 The organization does not have v 0 scale into big project scalt.
awareness of the available 4
potential technology solution for
the business . A YW

6 Madagement could delecteg@z’ v 0
take sonic actien if I'T solytionyis
approved without.consiflenn?
TABLE 5. MATURITY LEVEL 1 : INITIAL / AD-HOC aliemative teclviolog usiness
No Statement 1[2]3] 4] Score TURCTon requireﬁ@

1 The organization has the v 0.66 54
awareness for the needs of TABERY 0. S 7ZED MATURITY LEVEL ASSESSMENT
requierement definition and
identification technology solution Magug@_evel Average [Normalization|/Contribution|

% | Ths.groups disauss the R0 0 A Non Existent 0.00 0.00 0.00
requirement routinely and v N
informaly, sometimes the _l(é\\'lnitial / Ad-Hoc 0.41 0.28 0.28
requirement was documented y ’J .

3 The solution has identified W, 0 Q Repeatable but Intuitive | 0.13 0.09 0.18
individually based on the best Q % 3 Defined Process 058 0.40 1.20
market consideration or as a A
respond to vendor proposa]_ '\\r 4 Managed and Measurable 0.33 0.23 091

i v

4 Resl‘?agclh fnianflysfs . 6 5 Optimized 0.00 0.00 0.00
oo haliass” SO " Total 1.45 1.00 257
frequently

TABLE 6. MATURITR L EVEL TABLE BT INTUITIVE Based on the list of level 2 ch'flrgcten's.tic, it can be
No Stateifent 71T 7 | 3] 4] Score recognized that some characteristics did not satify

1 | Some intuitive appigach was use v 0.33 enough. The score 2.57 show that the maturity level tend
o éden“f_y exlllsgng_ to reach 3. It can be recognized by some efforts such as
LAY JUSe e L standardization and refer to RSTI/ATI on solution

2 Solution was identified iitfommaly v 0 X R
and based on internal experienced development. Some facts which are fit with the level 2
and IT function knowledge. such as:

1. Requirement identification wusually defined by

Bangsistek, and also refer to RS71. After prototype of

solution was developed, the new solution then tested

TABLE 7. MATURITY LEVEL 3 - DEFINED PROCESS and cvaluated with user, yvh10h means that not all

No e e— 112131 4 Score user can understand their requirements and the

1 | There is structured and clear v 0.66 initiative of requirement not always come from user.
approach to define IT solution. - Solution idenfitication was highly dependent into

4 | pprogciris definelT'solution B4 intuitive and internal experienced, and knowledge of
was considered alternative IT fitict e
evaluation to business or user . HCU‘?H. o1 pser 8 DUSINCSS Process.
needs, technology opportunity, 2. Final decision is taken by Head of Pusbangtek, refer
economical feasibility, risk, risk to RS7T and some input from some stakeholders, but
psessmient and ofhers fctor: there was no structured documentation for all

solution identification stage and decission making
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3. RSTI/ATI is not provide structured approach to
define the requirement, but only suitable solution
outline that should available, scale of priority and
commitment of management. Development
methodology was done by common process and
highly dependent on IT function experience.

4. There are some facts which are allignment with level 6.
3 of Maturity Model, such as there is alternative
recommendation and evaluation for business solution
and user’s need, which can include economic
considering, scale of priority, risk analysis, and
other factors involved the decision making process.

Based on analysis of existing situation and Maturity level

assesment, the audit result finally can summarized some 7.

significant facts which are important for future

improvement, such as:

1. Strategic Planning Guide
PT Pos Indonesia had formal document as reference
to define solution. The document guide just
implemented for 2 years and maybe not all content
has been implemented well. The guide maybe not
well understanding by other management outside of
IT function, so it needs more socialization.

2. Requirement Identification Methodology
IT function of PT.Pos Indonesia does not have
standard methodology to define the requirements.
Requirements usually identified by intuition of ¥
function or analysist of user’s business need.

3. Standard Methodology for Solution Acquisition
There is no guide document which providedl standard

also provided some standard procedures for IT
solution development such as load testing and risk
analysis. In some cases (though in small portion),
sometimes the procedure not well implemented for
some reason, for example short development time,
high priority solution, and limited budget.

Feasibility Study

The feasibility studies are never done before. There
were also no intensive analysis about alternative
solution regarding efficiency and effectiveness of
management, risk analysis, cost and benefit, and
technology alignment analysis with business
requirement.

Outsource Opportunity

There is no document which state clear explanation
about possibility to use outsource as solution
provider. It might be camsed by management and IT
function vision whié¢h state that the solution should
can be provided internally  and, also it has relation
with their bad c¥peficnce on failed outsourcing
project. The' depth, inie ey 't that the cause
of failed past culsouicing p&t was lead by no
suitabié guide for. outs ‘1g and no standard
procechure. fox, outsou process. The fail were
gbminon arnd ceul %mcted from the beginning
process if the m@g ment had clear understanding
about risk ang d@ 1t of outsourcing.

. Réecom ations

methodology for solution acquisition, botll sélutioi Audit @hen proposed some recommendations for

developed internally by IT function “0Ff by an,

outsourcing. RS77 document is met. state sepatated 1
policy for the two sides of devclopihent resources Q)
(internal and external). Q

4. Cost and Benefit Analys1s for Each Solution

The cost and ben sis for each des]
solution never ly. The reas for
decision makin bafed on management

intuition and IT fuz sifleration. The decision
was not includ i
system for user’
characteristic. The Isodisually not include
cost consideration because the'cost was handled by
user. In business process ¢xpansion case (PT Pos
Indonesia had develop partnership with some
stakeholder to improve services spectrum, such as
banks, universities and so on), the cost of system
solution was handled by third parties. If the user is
internal department of PT.Pos Indonesia, the cost
could be accumulated as company cost of IT
solution.

5. Documentation Quality and Procedure Standard
Although there is a standard documents requirement
guide on IT solution development but in a practice it
is not always completely done. The documents are
provided for IT solution mainly consists of user
interface or user manual. The specification of system
might be not well documented because of the main
initiative is started from IT function. The IT function
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&quent, especially for Automatic Solution

cation process (control objective All), such as:
Review and improve RSTI/ATI, adjust it with
system requirement improvement both external
and internal (refer to recent business
opportunity)

2. Establish the standard methodology of solution
identification process so it can understandable
and executable by IT functions and users.

3. Externalization and socialization the
methodology and provide user to self identified
the needs so this process can validated from
beginning and it can improve the user awareness
regarding system contribution to user’s business
process.

4. Provide detail guide, which can separated from
RSTI document, which provided some standard
procedure such as :

a. The standard formatted documentations that
should available on IT project solution.

b. The procedures that should executed with
risk and consequences.

¢. Evaluation mechanism and approval
requirement for each stage on solution
decision making process.

5. For each solution which is will choose, it needs
feasibility  studies  included  technology
feasibility, economic, cost and benefit analysis,
and potential risk. Feasibility study should
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include some alternative course of actions for
management.

IV. CONCLUSSION

Maturity model measurement for assessment 1T

Management using COBIT4 Framework could

implemented with some modified measurement tools.

The modify process was done regarding the facts that it

was hard to find an organization or company fulfilled

exact score for each matunity level, according to
characteristics alignment for each level. The model which
was proposed by Pederiva[2], provided the more suitable
measurement method to assist maturity level based on
normalization and weighted score approach. This model
then was used to assess maturity level for All control
objective from COBIT4 Framework, and implemented on

Audit process at PT POS Indonesia. Some results can

conclude from this are:

1. The assessment of maturity level for AIl control
objective using modified model could express more
real result based on facts finding on daily business
process.

2. The final score derived from audit process show that
the organization was on level 2.57, which was in the
middle of level 2 : Repeatable but intuitive, and level
3 : Defined Process. It was supported by faefs
finding that there were some initiatives had desn
established such as availability of guide faf ISAT
Strategic  Planning and standard procedidre But it
was not implemented consistently in some gase and
needs to improve.

3. The audit process also peoduced Somie
recommendation for management 40 émhance the [T

management process and control, " espacially iQ

control  objective  All, Automatic Soluti§

Tdentification, whic wed¥rom fact finding.
could give signéant

The recommendat;

questioner tools so it ¢4 Morg realistic result.
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